ID DLC
010 7
011 7
151 4
181 2
220 7
221 7
248 7
289 4
291 5
2C1 5
2C3 1
2FC
300
310
312
328
339
33A
33D
351 8
35B 8
381 6

Period Data
? E17066 1C 80 AB 80

? ED 9B 4E 2E 6A 64 1F

100 00 A0 FO 50

200 48 C0 00 103903 10

? 48 C0 00 1028 03 10

200 20 DO 39 03 DO 04 10

20 00 XX 00 00

40 00 XX YY 00 00

100 XX 00 00 00 00

100 XX 00 00

? AA BB XX YY 00 00 00 00

00 AA XX YY ZZ BB DD
100 CC

100 XX YY ZZ AABB CC

Affects
device

TRUE

?

Comment
?
?

Air bags??

Window
buttons

Cruise control

Locks

Turn signal
control

Ignition

Diagnostic
cable ID's
Steering
ccm

Driver door
Pass door
Convenience
Central
electronic
Aux heating
HVAC

Vehicle speed

RPM, oil temp,
water temp

Driver door

X[1]

ESINIEN

%

0= o X

XX

55

XX
00010000
00100000
01000000
10000000

XX
00010000

00010001
00000111

00000011
00001011

XXYY

AA XX

XX
0000000X

000000X0
00000100

sending FF FF
FF FF
Unlocks doors

and flashes the 4
ways

Pass window
Up

Auto up
Down

Auto down

Buttons
Off

On
Resume
Set

Locks doors
Unlocks doors

Left

Right

HB forward
HB back

Key out

Key back, power
on

Key on

Between on and
start

Start

Speed
(XX*(248)+(YY-
1))/190

RPM
(XX*(2°8)+AA)/4

Lock

Door open/closed
Door
locked/unlocked
Lock pressed

00000000
00000001
00001001
00000101

YY
04

AA

02
00

YY
YY-64

YY
00010000

100000
01000000

Driver window
Up

Auto up
Down

Auto down

Unlocks trunk

Direction

Reverse
Forward

Water temp

Window switch
Window up

Window auto up
Window down

zz

zz
zz

zz
00-C8

Rear
doors

Oil temp

Window
position
Position

BB
00001000
00000000
00001011
00000011
00001010

AA
0

Pedals
Clutch out
Clutch in
in

both

WOoT

Window status
Open, not moving

Moving up
Moving down

Counts up

Trunk/fuel
Nothing

Fuel door release
Trunk Unlock

Fuel Level

Limits
Top limit

Bottom limit

A

Window status
Normal

Pinch Detected



ID DLC
383 3
391 3
395 1
3B5 6
3C1 6
3C3 8
3E0 8
3E1 8
3E3 8
400 6
401 6
402 6
403 6
404 6
405 6
408 6
40B 6
40C 6
40E 6
42A
439
457 3
470 5

Period Data

100 00 00 00

20 XXYY 2z

50 XY

100 XX YY ZZ AA 00 CC

200 XX 00 00 00 00 00

100 XX 00 00 00 00 00 00 00

? 02 00 10 00 00 00 80 00

100 XX 00 YY ZZ 00 00 AA

900 ?

400 XX YY ZZ 00 00 00

400 XX YY ZZ 00 00 00
400 XX YY ZZ 00 00 00

400 XX YY ZZ 00 00 00
400 XX YY ZZ 00 00 00
400 XX YY ZZ 00 00 00
400 XX YY ZZ 00 00 00
400 XX YY ZZ 00 00 00

400 XX YY ZZ 00 00 00
400 XX YY ZZ 00 00 00

100 0100 00

50 YY XX 00 00 00

Affects
device

TRUE

X does

FALSE

FALSE

TRUE

Comment

Key fob

Anti theft

Pass door

Steering

Steering

?

Heater
controls?

0000010

1000 0000

interior temp?

Ring bus
Convenience
controller

Left front door
Right front
door

Left rear door
Right rear
door

Cluster
Electronics
controller
HVAC

Radio?

Door contacts

00001000
10

XX

55

© >N X

X
0000000X

000000X0
00000100

00001000
10

XX

XX

XX
20

XX

ID-400
of the

next
device
in the

ring.

XX

00
01
02

?
Unlock Pressed

Nothing
Window down

Window up

?
?
flash lights

Lock

Door open/closed
Door
locked/unlocked
Lock pressed

?
Unlock Pressed

Steering wheel
torque

Steering wheel
position

Only appeared
once

?

Full hot selected
rear def pressed
Low?

Next ID

Contacts

Closed
Drivers open
Pass open

04 Rear drivers open

10000000

YY

80

YY
00010000

100000
01000000

10000000

7z

Yy

000X0000
0000000X

000000X0
00010001
00000001

00000010

YY

20

Window auto
down

Nothing
Lock doors

Unlock doors

unlock
lock

Window switch
Window up

Window auto up
Window down
Window auto

down

AC?

Status

Sleep Mode
Active

Init

11 = Active,
Sleep Mode
01 = Active,
Normal Mode
02 = Inactive,
Initialization

Reverse gear
selected

2z
0

Nothing
Open

2 sunroof?

Close

4 sunroof?

zz
00-C8

7z

7z

2
80

X0000000

10000000

Window
position
Position

temp?

Request

Rebuild
Login

Learn
80 =
learn

100
1000

100
1000

AA
100
10000000

Rear Window lock?
Rear Window lock?

Window status
Open, not moving

Moving up
Moving down

?
?

Temp?
HI
Low

01000000

10

Mirror heater?

Limits
Top limit

Bottom limit

A

Window status
Normal

Pinch Detected



D

4D1

527

555

571

575

591

5E3

5EF

DLC Period Data

X X

zz

200 00 00 00 00 XX YY ZZ 00

? AABB XX YY YY ZZ

600 XX 00 00 00 00 00

200 XX

200 00 XX 00 00 00 00 00 00

200 XX YY

200 XXYY Z2zZ

Affects
device

FALSE

FALSE

XX does

FALSE

Comment

Contains
menu
structures

Contains

menu
structures

Outside temp

example:
example 2:

Lights

Power on

Engine
load/boost

Battery
example:

?

Mirror/tailgate/h

Steering
wheel buttons

Interior lights

Temperatures
AC?

AUX(PTC)
heater

08

10

XX

dec
79
24

XX

00000000
00000011
00000100
00001000
00100000
01000000
10000000

XX
00
01

AAIXX

XX
dec
8f

XX

XX
00000001
00000010

00000011
0010 0000

XX[3]
00000000
00000001
00000010
00000101
00001001
000X0000

XX
00010000

XX

Rear pass open
Tailgate open
Hood open

Front bumper?

(XX/2)-50
10.5
9

Off

Lights on
High beams
Fogs
Reverse
Left

Right

Power off
Power on

Engine load

Voltage
((XX/2)+50)/10
12.15

key pos.

All locked

All unlocked
Doors unlocked,
trunk unlocked
Mirror heater?

None
Vol up
Vol down
Menu
Phone

Down
OK
Mute

off’

Normal speed
Spray front
Medium

Fast

1=Parked 0=not

Controls lock
lights

YY Roof?

dec (XX/2)-50

YY

00000000
00010001
00010010
00011011
01000000
10000000
00001000 ?

YYYY

YY
00000000
00000010
00000101

YY

64
00

YY

Off
Left
Right
4 way
Brakes
?

Boost

Rear wiper off
Rear spray
Rear wiper on

Int lights dim
amount

0% dimming
100% dimmed

Current draw

Rear

ZZ bumper?

p
(XX/2)

dec -50

Level

0000 sensors?

ZZ oil temp?

2z

Output

BB

Run timer?



ID DLC
601 1
60E 2
621 5
62F 4
635 3
651 8
653 3
655 8
65D 8
65F 8
661 8
699

Period Data

1100 88 01

100 XX 00 00 YY 00

200 XX 00 00

200 00 00 00

540 84 02 84

540 F5 00 EO OF 5C 00 10 40

00 XX YY ZZ 00 HH MM
1000 SS

200 X

1000 0X 00 00 00 00 00 00 00

Affects
device

FALSE

FALSE

Comment

Mirror switch
position
00000000
00101000
00001010
00010100

?

Cluster info

MFD Display
status

Brightness
knob

Language /
Area

Central
Gateway

Time,
odometer

VIN

Radio power

Radio?

00

N = Ao X

XX
00000010
00000100
00001000
00100000

10110

Off
On

Position
o

Defrost
L
R

Low fuel
Washer fluid
Low oil?

E brake
ebrake/low fuel

Compass
Not showing

Showing

Dash brightness
0% dimming
100% dimming

Y Movement

2 Move up

4 Move down

1 Move left

8 Move right

YY Fuel light?
YY Middle

70 Normal

20 Fasten seatbelt
40 Car picture

In this given case
it's a UK car with

Byte 1 (Example
0x84)

0x80=ignition on
0x01=Europe
0x04 = UK

In this example:
Ignition ON / UK
setup

HH

00

50
A0
BO
50
do

wo X

Byte 2
0x02) Language.

0x02 = english
0x01 = german
0x03 = french

Hours

midnight

1 oclock

10
11
9pm
1pm

Off
On

Byte 3 english language

(distance and Miles

unit) displayed in

Kilometers  cluster and Nav

or Miles unit.
Isa1:1
Copy of'
Byte 1

MM Minutes

Still working on

MM this...

time = (HH>> 4) *
1000 + (HH &
0xOF) * 100 +

(MM>> 4)* 10 +
(MM & OxOF);

00000001
00000010
00000100
00001000

zz

AA

90  Normal 0100 0000

Settings

70 menu 0010 0000

SS Seconds XXYYZZ

Counts

up 00-1D

SS  (0-29)
once

every 2
seconds

YYXX

MFD Buttons
Reset

Odometer

ex AA27 in dec =43559



DLC

Period

Data

Affects
device

Comment

6B9

Radio?




1D DLC Period Data Comment
AA BB XX YY 00 00 00
351 8 200 Vehicle speed XXYY Speed. AA Direction
(XX (2°8)+(YY-1))

- - 190 02 Reverse
| | - 00 Forward
- - - Ring bus XX NextID Yy Status. Request

1D-420 of the next device
428 400 XX YY Cluster in the ring 1 Normal 2 Rebuild
434 400 XX YY HVAC 11 Sleep. 80 Login
435 400 XX YY MDI Interface "Media IN"
436 400 XX YY Navigation System
439 400 XX YY radio 2/Ring rebuild
437 400 XX YY Eusmm I Telephone
Even if a Nav System is
installed the Radio
Channel for Communication  Communication uses id
680 varies from 1108 Radio to Cluster. 680 and 681
Channel for Communication
681 varies from 108 Cluster to Radio.
Channel for Communication
682 varies from 1108 Navigation System to Cluser.
hannel for Communication
683 varies from 1108 Cluster to Navigation System.
Channel for Communication
684 varies from 1108 to Cluster.
Channel for Communication
685 varies from 1108 Cluster to
688 NIA A3 MFD to Compass Flow control frames
689 6 500 0X YY 8A FF 32 FF Compass info to MFD Yy
Single Length of data
First Frame
C tive Frame
Flow Control




Letter Upper Lower
A 0x41 a 0x61
B 0x42 b 0x62
C 0x43 c 0x63
D 0x44 d 0x64
E 0x45 e 0x65
F 0x46 f 0x66
G 0x47 g 0x67
H 0x48 h 0x68
I 0x49 i 0x69
J 0x4A j Ox6A
K 0x4B k 0x6B
L 0x4C | 0x6C
M 0x4D m 0x6D
N Ox4E n Ox6E
O Ox4F o Ox6F
P 0x50 p 0x70
Q 0x51 g 0x71
R 0x52 r 0x72
S 0x53 s 0x73
T 0x54 t 0x74
U 0x55 u 0x75
\% 0x56 v 0x76
w 0x57 w Ox77
X 0x58 x 0x78
Y 0x59 y 0x79
Z Ox5A z Ox7A
0 0x30
1 0x31
2 0x32
3 0x33
4 0x34
5 0x35
6 0x36
7 0x37
8 0x38
9 0x39

0x60

EOL 0x09



nn OXAO
0x2E



Temp = (byte 6) /
20-40 (Decimal) Hour Minute
3e4

H#ERRORV:parse

timeval = (hours>> 4) * 1000 + (hours & OxOF) * 100 + (minutes>> 4) * 10 + (minutes & 0xOF)

1 Change input

2 Scan forward

3 Scan backward

00/ midnight

hitpi/ics.
wikipedia,

oc2 EsP?
1A0 ABS?

320
480 fuel? Fuel level?

650h
time?
647
6bit8 s on and off in
seconds
Lower 6 bits are always up_
7 goes from 00 to 1D (0..29)
1.ASClicharon 2. ASClicharon  3.ASClicharon  4.ASClicharon 5. ASCIl charon 1. ASCIl char on
MFD MFD MFD MFD MFD MFD
hitp: /v,
volkspage.

Infotainment CAN bus

C 7 T T T T
E : ---- o
B EEE = | = -

B = .

— 8] Cor diagnesis plug.

~ ot Ruclkuina

Wirtual eommurications ine 238,00




Time
Radio off to on
0.006
0.018
1.495
1.496
2.899
2.901
2.902
2.925
2.946
2.974
3.01
3.01
4,381
4.416
30.921
30.931
32.014
32.025

Switching to
the Audio
page
0.475
0.476
0.496
0.498
0.512
0.521
0.531
0.543
0.549
0.553
0.564
0.575
0.585
0.593
0.604
0.606
0.682

ID DLC DO0/B1
680 1 A3
681 6 A1
680 1 A3
681 6 A1
680 8 20
680 8 21
680 1 A3
680 7 12
681 6 A1
681 1 B3
681 5 10
680 1 B1
680 1 A3
681 6 A1
680 1 A3
681 6 A1
680 1 A3
681 6 A1
681 3 19
680 1 BA
681 5 1A
680 1 BB
680 8 23
680 8 24
680 8 25
680 8 06
681 1 B7
680 8 27
680 8 28
680 8 29
680 3 1A
681 1 BB
681 4 1B
680 1 BC
680 1 A3

D1/B2 D2/B3 D3/B< D4/t D5/B D6/B D7/B8 Comment

04
04
02
69

00
04

23

04

04

04

2A

23

09
00
06
61

00
4D
03
32

27

8A
8A
70
6F

00
8A

00

8A

8A

8A

00

00

00
00
08
OF

31
48
00
08

00

FF
FF
52
00

00
FF

00

FF

FF

FF

01

60
6E
00
10

30

7A
47

01

32
32
12
00

00
32

00

32

32

32

00

09
00
6D
00

33
61
00

FF

FF
41
00

00
FF

FF

FF

FF

00
5B
00
37

2E
0A
46

75
00

00

00
00
00
00

31
00
4D

ASCII:
ASCIl: 2
ASCII:
ASCIl: 2
64 ASCII: pR Aud
00 ASCll:lio
ASCIL:
ASCII:
ASCIl: 2
ASCII:
ASCII: #
ASCIL:
ASCIL:
ASCII: 2
ASCIL:
ASCIl: 2
ASCII:
ASCIl: 2

ASCII:*
ASCII:
ASCIL:#
ASCII:

00 ASCII:#

61 ASCIl:$n [ a

00 ASCII:%m

1E ASCll:a 7
ASCII:

20 ASCII:'103.1

00 ASCII:(MHza

02 ASCII:)G FM
ASCII:2
ASCII:
ASCII:'
ASCII:
ASCII:



Time
0.691
1.766
1.774

Changing
radio stations
on the audio
page
29.316
29.327
29.338
29.35
29.36
29.37
29.381
29.392
29.402
29.414
29.424
29.436
29.448
29.456
29.555
29.565
29.576
29.587
29.598
29.608
29.62
29.63
29.642
29.652
29.685
29.695
29.825
29.836
29.847

ID DLC DO0/B1
681 6 A1
680 1 A3
681 6 A1
680 8 23
680 8 24
680 8 25
680 8 06
681 1 B7
680 8 27
680 8 28
680 8 29
680 3 1A
681 1 BB
680 1 A3
681 6 A1
681 4 1D
680 1 BE
680 8 2B
680 8 2C
680 8 2D
680 8 OE
681 1 BF
680 8 2F
680 8 20
680 8 21
680 3 12
681 1 B3
681 4 1E
680 1 BF
680 8 23
680 8 24
680 8 25

D1/B2 D2/B3 D3/B< D4/E D5/B D6/B D7/B8 Comment
FF 32 FF

04

04

09
00
06
61

00
4D
03
32

04
27

09
00
06
61

00
4D
03
32

27
09

00
06

8A

8A

00
00
08
OF

31
48
00
08

8A
00

00
00
08
OF

31
48
00
08

00
00

00
08

FF

60
6E
00
10

30
7A
47

FF
01

60
6E
00
10

30
7A
47

01

60

6E
00

32

09
00
6D
00

32
61
00

32

09
00
6D
00

33
61
00

09
00
6D

FF

00
5B
00
37

2E
0A
46

FF

00
5B
00
37

2E
0A
46

00
5B
00

00
00
00
00

33
00
4D

00
00
00
00

31
00
4D

00
00
00

ASCII:2
ASCII:
ASCII:2

00 ASCII:#

61 ASCII:$ n[a

00 ASCIl:% m

1E ASCll:a 7
ASCII:

20 ASCII:' 102.3

00 ASCII:(MHza

02 ASCIl:) GFM
ASCII: 2
ASCII:
ASCII:
ASCIl: 2
ASCII: '
ASCII:

00 ASCIl:+ °

61 ASCII;, n[a

00 ASCIl:- m

1E ASCll:a 7
ASCII:

20 ASCII:/ 103.1

00 ASCII: MHza

02 ASCIl:! GFM
ASCII: 2
ASCII:
ASCII: '
ASCII:

00 ASCII:# °

61 ASCII:$ n[a

00 ASCIl:% m



1. 00010000=Up
00100000=Auto up
01000000=Down
10000000=Auto down

2. 00000001=Up
00000010=Auto up
00000100=Down
00001000=Auto down

3. 0 Off

1 Normal
5 Medium
9 Fast



